
Appendix A 

ACCESS TO THE GLOBAL TRANSPORTATION NETWORK (GTN) 

STARTING A NEW UNCLASSIFIED GTN ACCOUNT

What you need to access GTN.  You must have a browser with 128 bit encryption capability.  It is recommended that you use either Netscape 4.73 or Internet Explorer 5.0. DoD users with a “.mil” or “.gov” domain address can download a free, licensed copy of Netscape version 4.73 from the GTN homepage.  You must, however, have a valid GTN account to access the download capability. 

On 7 Dec 98, CINCTRANS authorized Foreign National access to GTN.  There are special application requirements for these individuals to gain access.  Please contact the USTRANSCOM GTN Account Administration office at comm (618) 229-1015 or DSN 779-1015 for current policy instructions. 


How to obtain your GTN account.  There are two options for establishing a GTN account.  

Option 1.  Access the GTN home page at https://www.gtn.transcom.mil/ and then click on “Account Request Page” at the bottom of the GTN Home Page.  This opens an account request page and instructions for completing and submitting the request form.  After electronically submitting the request form, you will be prompted to print the request on a memo that contains your unit’s letterhead.  After you print the GTN request form, locate the GTN User’s Agreement which will be listed at the bottom of the user’s screen in the Start bar.  Select the User Agreement and print.  Both of these forms must be signed and faxed or mailed to the GTN System Account Administrator (FDBM), USTRANSCOM/TCJ4-LPD, 508 Scott Drive, Scott AFB IL 62225-5357.  The Fax number is DSN 576-6600 or commercial (618) 256-6600.  

Option 2.  Submit a type written request for GTN access on unit letterhead (with official seal) signed by your supervisor.  The signer assumes responsibility for accuracy of clearance information and need-to-know.  Each user request must be submitted separately and can contain the name of only one user.  Combined requests will not be approved.   Also complete and sign the GTN User’s Agreement.  The Agreement must also be signed by the requesting individual’s supervisor or security officer.  A sample request letter and a user’s agreement form is shown below.  Mail request letters and user’s agreement to the GTN System Account Administrator, USTRANSCOM/TCJ4-LPD, 508 Scott Drive, Scott AFB IL 62225-5357, or FAX request to DSN 576-6600 or commercial (618) 256-6600.

When you can start using GTN.  When you receive your user-id and password. Please allow 1-2 working days for processing and up to two weeks for delivery of two first-class envelopes, one containing your user-id and the other your password.  If you need quicker access, you can call on a STU-III (to DSN 779-1605, or commercial 618 229-1605) as soon as your GTN account is built.  The GTN/FDBM’s will then provide you with your GTN user-id and password. NOTE:  You will know that your account has been built when you receive an email from GTN stating that your account is established.


When you no longer access/need access: Your account is subject to auditing and revalidation.  If you do not access GTN at least once every six months, your account will be disabled.  After 12 months, your account will be deleted.  If you know your account will no longer be needed, notify USTRANSCOM/TCJ4-LPD at DSN 779-1015.

USER REQUEST SAMPLE LETTER AND MANDATORY INFORMATION

(Unit Letterhead  REQUIRED)
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233d TRANSPORTATION SQUADRON

222 WILSON AVENUE

LANGLEY AIR FORCE BASE VA 12345-6789


MEMORANDUM FOR USTRANSCOM/TCJ4-LPD


17 Jun 00


FROM:  UNIT/OFFICE SYMBOL


SUBJECT:  Request for Access to the Global Transportation Network (GTN)


1.  The following user requires access to GTN:   



Name: 


Doe, John A., JR



Rank:   


MSgt (If civilian GS-#) 



Service                               USAF


MAJCOM:

ACC


Unit:


233 Transportation Sq.



Office Symbol:       
LGXP



Street Address:  

222 Wilson Ave



City/ST/Zip/APO/FPO:
Langley  AFB, VA 12345-6789



E-Mail: 


doejohn@233trans.langley.af.mil



Phone:


DSN: 234-5678  Comm: (555) 634-5678



FAX:


DSN: 234-5699  Comm: (555) 634-5699



Acct Type:

Unclassified GTN or Secret GTN



Clearance Type:

TS/SBI (Secret Account requests only)



Clearance Date:

01 Jan 95 (Secret accounts requests only)



Internet Browser:
Netscape 4.73, MS Internet Explorer 5.0, etc.


2. (Enter single paragraph justification for access.) MSgt Doe will be using GTN to monitor the flow of cargo through the aerial port at Langley AFB.  He is properly cleared and has the need to know.

      
3. POC is TSgt Ross DSN 576-0102. (Specify point of contact for senior officers/officials)







   JANE W. SMITH







   Colonel, USAF







   Commander, 233 Trans. Squadron
GLOBAL TRANSPORTATION NETWORK

STATEMENT OF INDIVIDUAL USER AGREEMENT
1.   I will use the system only as authorized by the GTN System Account Administrator. 

2.   I will not import any software/hardware to the host computer without authorization 

from the GTN System Administrator. 

3.   I will not attempt to gain access to the GTN data, operating systems or 

programs through any other means than GTN’s own user interface. 

4.   I will be issued a User Identifier (User ID) and a unique password to authenticate my 

access to GTN. 


A.   I am responsible for all activity that occurs under my User ID.  I will protect the password which authenticates my User ID and never reveal it to anyone. 


B.   I will never allow anyone else to use my User ID to access GTN/FDBM. 


C.   I will not store my password in locations prohibited by Department of Defense Password Management Guidelines. 


D.   For a Classified GTN user, I will protect my password as Secret. 

5.   I know that it is a violation of policy for any user to mask his or her identity or to 

assume the identity of another. 

6.   I understand that Classified GTN operates in a SECRET high level environment and the Unclassified GTN operates in an UNCLASSIFIED high level environment.  Both 

systems are FOR OFFICIAL USE ONLY. 

   
A.   I must protect all printed output at the system high level until personally reviewing and classifying at the appropriate level. 


B.   Unless approved by the System Security Administrator, I will not enter data into the system if the data is of a higher classification level than the system, proprietary (contractor excluded), or otherwise needs special protection. 

 7.   I know I am subject to disciplinary action for any violation or abuse of access privileges. 

8.   If I observe anything which indicates inadequate security for this system, I will 

immediately notify the GTN System Security Administrator. 

9.   I will comply with all security guidance issued by the applicable GTN System Administrator. 

10.   I understand that there are many more procedures, official regulations and policies 

applicable to ADP operations and this document is only a short summary that stresses 

key points. 

(Agreement continued on next page)

I UNDERSTAND THIS AGREEMENT AND WILL HELP KEEP GTN A SECURE SYSTEM.  Please sign, date and return to address listed below or FAX request to DSN 576-6600 or commercial (618) 256-6600.  Please retain a copy of this agreement for your records. 

______________________________________________________________ 

Name (Last, First Name MI)       Rank       Unit            Date              Signature 

GTN USER  

_____________________________________________________________________  

Name (Last, First Name MI)       Rank       Unit            Date              Signature 

SUPERVISOR or SECURITY MANAGER SIGNATURE  

GTN SYSTEM ACCOUNT ADMINISTRATOR

USTRANSCOM TCJ4-LPD

508 SCOTT DRIVE

SCOTT AFB, IL 62225-5357 

Unclassified GTN Access Location:

 https://www.gtn.transcom.mil/
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